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Modeling of Hardware Trojan Signal Hijacking System
Using EM/Circuit Co-Simulation
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Abstract

The hijacking of critical information by inserting Hardware Trojans (HT) into electronic devices is a significant security threat.
Research on countermeasures against this threat has primarily relied on repeated experiments that require substantial time and resources.
This letter introduces a simulation study that models an HT-based signal hijacking system by incorporating multiple simulation software
packages. To model a system where signals are modulated and backscattered by an active HT inserted into an operating electronic cir-
cuit, three types of simulation software are used: full-wave electromagnetic analysis, circuit simulator, and signal integrity analysis tools.
With this co-simulation strategy, the effects of the external electromagnetic wave frequency, HT location, distance, and polarization of
the transmitting and receiving antennas on the backscattered signals can be examined. This is useful for understanding HT-based in-
formation hijacking systems and developing countermeasure technologies.
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Fig. 1. A bistatic Tx/Rx system with an HT embedded in
a transmission line in a printed circuit board.
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Fig. 4. Time domain responses of input and output signals
calculated by the EM/circuit co-simulations.
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